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1 Brief overview of how to use the SQL Server

This whitepaper document is a supplement to the installation instructions
from Safexpert (see section 3 in the Safexpert user guide).

It provides a brief overview of how to combine Safexpert with the Microsoft
SQL Server as a database backend and is intended for experienced
administrators.

In chapter 2 the most important configuration steps are briefly explained.

It also shows the steps needed to install an SQL Server. If there is an SQL
Server available in your company, please contact your IT administrator. The
IT administrator may be able, if necessary, to set up a login and password
for installing the Safexpert database on the server.

1.1 System requirements
» Operating system: Minimum requirement WindowsXP SP3
» Microsoft SQL Server 2008 R2 (32 or 64 Bit) in the following editions:
Express with Advanced Services
Workgroup
Standard
Enterprise
— Datacenter
+ A stable network connection with minimum 1 MBit bandwidth

Note: Safexpert uses the full text search component of the SQL Server.
N.B.: This component must be installed.

The free version can be downloaded directly from Microsoft at:
http://www.microsoft.com/sqlserver/en/us/editions/express.aspx.

We recommend downloading the English version, as it can be installed
irrespective of the language settings of your operating system.

1.2 Disk space

The disk space required for the Safexpert database is dependent on several
factors. In addition to the technical parameters such as project quantity and
project size (number of the limits of the machines, interfaces, etc.), this also
depends on the general usage patterns of the user. In this way, Safexpert is
able to embed files in the database, which correspondingly increases the
disk space required.

You can use the following benchmarks to calculate the disk space required:
» 500 MB for the basic installation

» 80 MB per project

» additionally the size of the embedded files,
values between 0 MB and several 100 MB are possible
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1.3 Field of application

Safexpert can be connected via database connectors with different database
systems. The standard package contains the connectors for a file-based
database (VistaDB) and for the Microsoft SQL Server 2008 R2.

A file-based, local database simplifies the installation and is suitable for
small single user versions. Since, however, the performance strongly
decreases in a network, an SQL Server is recommended as a database
backend for multi-user installations.

The administration of an SQL Server must be carried out by trained IT
personnel.

2 Configuration

2.1 Installation of the SQL Server

After launching the download file:

13 SQL Server Installation Cente

Planning New installation or add features to an existing installation.

. Leunch a wizard to install SQL Server 2008 R2 in a non-clustered environment or to add
Installati
on features to an existing SQL Server 2008 R2 instance.
Maintenance
Upgrade from SQL Server 2000, SQL Server 2005 or SQL Server 2008

Launch a wizard to upgrade SQL Server 2000, SQL Server 2005 or SQL Server 2008 to SQL Server
Resources 2008 R2.

i 3;h Search for product updates
Search Microsoft Update for SQL Server 2008 R2 praduct updates.

I

Tools

Options

728G Serveramer

— Click on “New installation...”

— “Setup Support Rules” runs through automatically. If an error message
appears here, please consult your IT administrator!
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Safexpert 8.1

rﬂ SQL Server 2008 R2 Setup

Installation Type

Specify whether you want to perform a new installation or add features to an existing instance of SQL Server.

Setup Support Rules
Installation Type

License Terms

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reperting Services Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

@ New installation or add shared features

Select this option if you want to install a new instance of SQL Server or want to install shared components
such as SQL Server Management Studio or Integration Services.

(© Add features to an existing instance of SQL Server 2008 R2
| sqLExeRESS -

Select this option if you want to add features to an existing instance of SQL Server, For example, you want
to add the Analysis Services features to the instance that contains the Database Engine. Features within an
instance must be the same edition.

Installed instances:

Instance Name Instance ID Features Edition Version

SQLEXPRESS MSSQL10_50.5QLEX... | SQLEngine,SQLENg... |Express with Advanc... |10.50.1617.0

<Shared Componen... | |ssMms [ 10.50.1617.0
<Back || Net> |[ Gancd |[ Hep |

— Select “New installation...”, then “Next”

8 SQL Server 2008 R2 Setup

License Terms

To install SQL Server 2008 R2, you must accept the Microsoft Software License Terms.

Setup Support Rules -
MICROSOFT SOFTWARE LICENSE TERMS
Installation Type a
License Terms MICROSOFT SQL SERVER 2008 R2 EXPRESS WITH TOOLS
Festin o Sow MICROSOFT SQL SERVER 2008 R2 wiTH
Installation Rules
Instance Configuration These license terms are an agreement between Microsoft Corporation (or based on where you live,
Disk N one of its affiliates) and you. Please read them. They apply to the software named above, which
Space Réquiremments includes the media on which you received it, if any. The terms also apply to any Microsoft
Server Configuration
Database Engine Configuration *  updates,
Risiariine Saniis Conh !l
Emor Reporting
Installation Configuration Rules o Internet-based services, and
Installation Progress =z
Complete & =)
Copy  Print
[#] 1 accept the license terms.
A Send feature usage data to Microsoft. Feature usage data includes information about your hardware
configuration and how you use SQL Server and its components.
See the Microsoft SOL Server 2008 R2 Privacy formore i
“ ”
—Select “I accept..
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-
8 SQL Server 2008 R2 Setup

Feature Selection

Setup Support Rules
Installation Type

License Terms

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration

Select the Express with Advanced Services features to install.

[¥] Database Engine Services
SQL Server Replication
ull-Text Search
Reporting Services
Shared Features
Business Intelligence Development Studic
Management Tools - Basic
[¥] SQL Client Connectivity SDK

Description:

Server features are instance-aware and
have their own registry hives. They
support multiple instances on a
computer.

Microsoft Sync Framework

Reporting Services Confi tis
s el L Redistributable Features

Error Reporting
Installation Configuration Rules

Installation Progress

Complete
Shared feature directory: c\Program Files\Microsoft SQL Server\
Shared feature directory (x86): c\Program Files (x86)\Microsoft SQL Server\
<Back |[ Next> |[ Concel ][ Hew
“ it
— “Next

When installing the SQL Server, the name of the SQL instance is defined in
the step “Instance Configuration.” The Setup suggests the name
‘MSSQLSERVER” by default as an instance name.

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Setup Support Rules @ Default instance

Installation Type

() Named instance: MSSQLSERVER
License Terms
Feature Selection
Installation Rules res—ezilis MSSQLSERVER
Instance Configuration
Disk Space Requirements Instance root directory: C:\Program Files\Microsoft SQL Server\ B

Server Configuration

Database Engine Configuration SQL Server directory:

C:\Program Files\Microsoft SQL Server\MSSQL10_50.MSSQLSERVER
Reporting Services Configuration ~ N _ N ~
Reporting Services directory: ~ C:\Program Files\Microsoft SQL Server\MSRS10_50.MSSQLSERVER
Error Reporting

Installation Configuration Rules Installed instances:

Installation Progress Instance Name Instance ID Features Edition Version
Complete
P SQLEXPRESS |MSSQL1U,50-SQLEX-‘- |5QLE"9‘"E-5QLE"§ SQLEngine,SQLEngine\Replication, SQLEngine\Fulll
<Shared Componen... | | ssms T [T050.1617.0
l < Back H Next > H Cancel H Help l

This information is important, because this is needed when entering the
server data in Safexpert.

The following settings apply for the Safexpert Setup:

Safexpert 8.1 6/17



The image shows the installation of an SQL SERVER Express.
SQLEXxpress is suggested as the instance name.

This instance name can be applied or changed into any other instance
name (e.g. “SQLExpress”).

“Default instance” means that no instance name has to be added onto the
server name.

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Setup Support Rules Default instance
Installation Type

® Named instance: SQLExpress
License Terms

Feature Selection

Installation Rules Instance ID: SQLExpress

Instance Configuration —
Disk Space Racgibrements Instance roct directory: C:\Program Files\Microsoft SQL Server\ )
Server Configuration

DI ey SQL Server directory: C:\Program Files\Microsoft SQL Server\MSSQL10_50.SQLExpress

Reporting S Configurati
. i Reporting Services directory:  C:\Program Files\Microsoft SQL Server\MSRS10_50.SQLExpress
Error Reporting

Installation Configuration Rules Installed instances:
e Instance Name Instance ID Features Edition Version
Complete: SQLEXPRESS MSSQL10_50.SQLEX... |SQLEngine,SQLENgi... | Express with Advanc... |10.501617.0
<Shared Componen... S5MS 10.501617.0
<Back | [ Nests. | [ PreTI | —T

In Safexpert this data is entered as follows:
WINDOWSSERVER\SQLExpress

Alternatively, the IP address of the SQL Server can also be used.

Example:
10.10.10.2\SQLEXPRESS

U] Database connection

Datat type: |SQL Server 2008 R2 (Windows authentication) = | | Connection test -|
Database name: |SAFEXPERT |
Server name: |Ioca|host | Port: 0 |

2141

Safexpert 8.1

Configuration of services

The SQL Server starts automatically with Windows if it was appropriately
configured in Windows services.

For the single user version it is sufficient when the service “SQL Server
(instance name)” is automatically started.

If users from other computers would also like to gain access, activate the
service “SQL Server Browser”.

The services can be configured in the “SQL Server Configuration”. In order
to start the service with Windows, change the “Startup Type” to “Automatic”
under

“SQL Server Browser”.

7117



Server Configuration

Specify the service accounts and collation configuration.

Setup Support Rules Service Accounts | Collation

Installation Type

. Microsoft recommends that you use a separate account for each SQL Server service.
License Terms

Feature Selection Service Account Name Password Startup Type
Installation Rules SQL Server Database Engine NT AUTHORITANETWOR... (Manual [ ~|
Instance Configuration SQL Server Reporting Services NT-AUTORTTAT\NETZWE... [Manual ||
Disk Space Requirements SQL Full-text Filter Daemon Launcher | NT AUTHORITY\LOCAL ... Manual

Server Configuration SQL Server Browser NT AUTHORITY\LOCALSE... |Automatic ||

Database Engine Configuration

Reporting Services Configuration -
Use the same account for all SQL Server services ]
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

<Back || MNet» |[ Cancel ][ Hew

21.2 Authentication options
The SQL Server can be configured in two authentication methods.
*  Windows authentication
+ SQL Server and Windows authentication (“Mixed Mode”)

Authentication Mode
® Windows authentication mode

Mixed Mode (SQL Server authentication and Windows authentication)

Safexpert supports both methods.

21.3 Windows authentication

This method is recommended above all for the single user installation. The
advantage lies in the fact that on the SQL Server itself no particular users
with access rights have to be defined. For authentication, the user name and
password of the Windows user is used.

When using this method, the disadvantage lies in the assignment of access
privileges in the network. An individual access privilege must be defined for
every possible Windows user. A Safexpert user who is not registered as a
user on the SQL Server cannot work with Safexpert.

Recommendation: Use for single user installations

Safexpert 8.1 8/17



214

SQL Server Authentication

This method is recommended above all for multi-user access. The
advantage lies in the fact that on the SQL Server itself only one user with
access rights has to be set up. All users that have been created in Safexpert
thereby have access to the server regardless of their Windows user names.

21.5

Safexpert 8.1

Next steps

Reporting Services Configuration

Specify the Reporting Services ¢

Setup Support Rules
Installation Type

License Terms

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reporting Services Config

Error Reporting

Installation Configuration Rules
Installation Progress

Complete

mode.

@) Install the native mode default configuration.

Setup will install the report server and configure it in Native mode to use the default values. The report
server is usable as soon as Setup is finished.

) Install the SharePoint integrated mode default configuration.

Setup will create the report server database in SharePoint integrated mode and configure the report server
to use the default values, However, integrated operations will not be supported until a minimal installation
of aSharePoint product or technolegy is deployed on the report server computer and the Reporting
Services Add-in for SharePoint Technolegies is installed and configured on the instance of the SharePoint
product or technology you are using.

) Install, but do not configure the report server.

Setup will install, but will not configure, the report server software. After installation is finished, you can use
the Reporting Services Configuration tool to set options that are required to run the report server.

<Back H Next > H Cancel H Help J

— “NeXt”
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Error Reporting

Help Microsoft improve SQL Server features and services.

Setup Support Rules Specify the information that you would like to automatically send to Microsoft to improve future releases of
Installation Type SQL Server. These settings are optional. Microsoft treats this information as confidential. Microsoft may
i provide updates through Microsoft Update to modify feature usage data. These updates might be
License Terms downloaded and installed on your machine ically, d ding on your A ic Update settings.
Feature Selection
Installation Rules
Instance Configuration See the Microsoft SQL Server 2008 R2 Privacy Statement for more information.
DEK SaceRe = Read more about Microsoft Update and Automatic Update.

Server Configuration

Database Engine Configuration
Send Windows and SQL Server Error Reports to Microsoft or your corporate report server. This setting only

Reporting Services Configuration
5 g < a applies to services that run without user interaction.

Error Reporting
Installation Configuration Rules
Installation Progress

Complete

Installation Progress

Setup Support Rules Setup process complete

o eI |

License Terms
Feature Selection

; Feature Name Status
Installation Rules 5 | Database Engine Services iFa|led
Instonce Configuration [X] .SQL Server Replication | Failed
Disk Space Requirements a | Full-Tedt Saanch | Faited
Server Configuration [x] .Reporting Services Failed
Database Engine Configuration @ |SQL Client Connectivity SDK [ success
Reporting Services Configuration T R )

Error Reporting

Installation Configuration Rules
Installation Progress
Complete

[ met> |[ conca |[  Hep |

— All items must be set to “Success”. If yes, click “Next”. N.B.: If the status
of one or several items reads “Failed”, please consult your IT administrator.

21.6 Configuration of the network protocols

This point is only necessary for multi-user access.
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In order to enable other users to connect to the SQL Server, the TCP/IP

protocol must be enabled. This setting is found in “SQL Server Configuration

Manager” in the area “Protocols for [[instance name]]”.

Note: After clicking “Enable” the service must be restarted.

ql Server Configuration Manager

Datei  Akkion  Ansicht 7

€= |>|0:= H

@ SCL Server Configuration Manager (Lacal) Protocol Marme | Staktus |
S0L Server Services W Shared Memary Enabled
= SO0 Server Mebwark Configuration W Mamed Pipes Disabled

&~ Protacols for SQLEXPRESS
% S0L Mative Client 10,0 Configuration

Hilfe

|Enab|e selected protocol. -

e T —

Eigenschaften

21.7

Safexpert 8.1

Creating an SQL user
Start the “SQL Server Management Studio” supplied by Microsoft

1. Choose “Properties” from the context menu:

-
5 Microsoft SQL Server Management Studio
g

File Edit View Debug Tools Window Community Help

D New Query | [y | [y | 5 =)
 Object Explorer

-

Connect~ %7 43 F

5 0 [ T e

210.50.1617 - admin)

(3 Databs Connect..
[C3 Securit Disconnect
3 Server Register...
(3 Replic:

(23 Mana New Query

Activity Menitor
Start

Stop

Pause

Resume

Restart

Policies 3

Facets

Start PowerShell

Reports ,

Output
Refresh

| Properties |,

2. Activate the SQL Server authentication:

e Edt Vew Debug Took Window Communty Help

& Dal @ Settings.
= bdvanced
imisi

DBSERVER\SOLEXPRES!
Start Powershel

Connectior:
TEST DBSERVE R\Adriristrator

Reports 3

| v
@ Refresh Y
El=) Propertes [

®

® [ s ve

1717



Safexpert 8.1

3. Create a new user in the menu Security>Logins and New Login...

= [} HERAKLEIDES\SQLEXPRESS (SQL Server 10.50.1617 - admin)

[ Databases

= 3 Security
=20

&, 4 Mew Login... ing#
&% Fiter Ly b
A 3l
A H Start PowerShell
i Reports »
o N s
AN Refresh ST

A NT-AUTORITAT\SYSTEM

The important points to define here are:

Login name
Authentication of the SQL Server
Password
g Login - New [ESRESEC > )
N
Selecla page z - i
8 oo Fsow - Dk
= Roles
E Hepping Logn name: safepertuser [ Search.. |
[ Securatles .
 Status ) Windows auhentization
@ S50L Server authencaton
Password: sssssenss
Contim password:
Spewily ud passwud
Oid password.
Enforac pasaward policy
Frfarce: passward expirafion
User must change password at nest logn
() Mapped to cartificate [ -]
©) Mapped to asymmetric ey | -]
- Map to Credential [ .H Add
Sorver Mapped Credentials Credertial Provider
HERAKLEIDES'SQLEXPRESS
Connection:
admin
33 Vew ennnertion properties
Progress [ Remove
Ready Default detabase: [master |
Default language: [ccfaui> -]
e
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2.2

Safexpert 8.1

Assignment of permissions for an SQL user

The SQL user needs the following rights at the server level

(Server roles): public

e dbcreator

This role is only needed to create the database using the setup. If
the database is created in advance by an administrator, this role is

NOT required.

U Login Propertes - e —

2 User Mapping Server role is used to grant serverawide security privileges to a user.
1 Securables
2 Status
Server roles:
[7] bulkadmin
D shemser
[ diskadmin
[] processadmin
[#] public
[] securityadmin
[] serveradmin
[] setupadmin
[] sysadmin

The following rights at the database level (database roles) are required:

e db_datareader

o db_datawriter

e db_ddladmin
[ L-J Database User - Sﬂfexpe_
Selecta page =P Seri - I Hel
#7 General =5 Scrwt P
2 Securables
%7 Bdended Properties User name:
@ Login name Safexpert

Default schema: dbo

Schemas owned by this user:
_Owned Schemas

Nl i db_accessadmin
I I:| db_backupoperator
[F] db_datareader
[F] db_datawriter
[ db_ddiadmin
Connection [ db_denydatareader
Server ol b i
' localhost Database role membership:
Connection: Fole Members
PHOBO S'stefanoberbreyer

37 View connection properties db_backupoperator

db_datareader
Progress db_datawriter
Ready db_ddladmin
[] db_denydatareader
[T db_denydatawriter
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2.3 Selection of the database in the Safexpert Setup

Choose the database that is to be used in Safexpert Setup:

|51 Server 2008 R2 |

[ Back [ Net» |[ Cancel |

Irrespective of which authentication methods (see chapter 2.1.2) you would
like to use, for installation on an SQL server, choose

» SQL Server 2008 R2 or

» SQL Server 2008 R2 (Windows authentication).
The SQL Server must have been installed and configured before you can
continue with the set up.
It is possible to install the Safexpert database in two versions:

+ automatically via Safexpert Setup or

* manually by the IT administrator: Snapshot isolation must be activated.

Note: If you want to copy an existing database, this has to be done via
backup/restore. When copying by using diverse database scripts it
may happen that standard field values get lost. In this case the
database gets corrupted.

Activating snapshot isolation

Execute the following SQL commands in SQL Server Management Studio or
in the command line tool:
* ALTER DATABASE "Name of new database" SET
READ_COMMITTED_SNAPSHOT ON;

+ ALTER DATABASE "Name of new database" SET
ALLOW_SNAPSHOT_ISOLATION ON;

Note: A connection to the server cannot be checked at this point in
time, since the necessary database components have not yet been
installed. Should the connection data be entered incorrectly, an error
message will only appear later in the Setup.

2.31 Features of the single user installation

As a single user version, Safexpert is operated with the file-based database
VistaDB. Since the installation of the file-based database is simpler, this is
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recommended by default. However, there are reasons to operate an SQL
Server locally on the Windows PC even for this installation type.

Advantages:

» Better speed, especially for large projects
Disadvantages:

* Increased administration effort

» Backup has to be carried out using own backup solution

In single user installations, the SQL Server is directly installed on the PC or
laptop on which Safexpert itself also is to be installed.

For configuration, no particular steps are necessary. The default settings
which are suggested during the setup can be applied.

These are:
» Instance name: SQLExpress
+ Authentication: Windows authentication
+ Install full text search component
» Services started: SQL Server (SQLExpress)
Other services are not needed for the single user installation.

In the Safexpert Setup choose SQL Server (Windows authentication) in this
case as a database type and indicate the server as seen in the image:

rﬁf Database - Safexpert 8.1 (24) installation | = -53-]1
¥
Database
Type: QL Server 2008 R2 Windows authenticati ~
Settings
Server: localhost
Port:
Database: SAFEXPERT
[ Back |[  MNext> |[ Cancel

Settings in the Safexpert Setup

2.3.2 Special features of the network installation

For network installations, it is important to ensure that the SQL Server is
installed on a suitable machine which is integrated in the business backup.

The service “SQL Server Browser must be activated in addition to the default
service “SQL Server” (see chapter 2.1.1).
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As network protocol, the TCP/IP protocol must also be activated (see
chapter 2.1.6).

24 Information on silent installation

The Safexpert client has a silent installation method. The individual
parameters for this are defined in the Safexpert user guide. If you would like
to connect clients via silent parameters with an SQL Server, please enter a
connection string according to the following model:

/DBCONNECTION="DBTYPE=MSSQL2008;DBSERVER=localhost\SQLEX
PRESS;DBDATABASE=SAFEXPERT;DBUSERNAME=max;DBPASSWOR
D=maxpwd;DBPORT=0;"

2.5 Step by step

Recommended steps for a single user installation
1. Install SQL Server with default settings
2. Install Safexpert
3. In step 4 of the setup, choose the following settings:
1) Type: SQL Server 2008 R2 (Windows authentication)
2) Server name: localhost\SQLEXxpress
3) Database name: SAFEXPERT

Recommended steps for a network version

Install SQL Server with default settings on a suitable server
Activate TCP/IP for the SQL Server

Activate SQL Server Browser

Activate SQL Server authentication (see chapter 2.1.4)
Create SQL user for Safexpert (see chapter 2.1.7)

Install Safexpert

R L R

In step 4 of the setup, choose the following settings:
1) Type: SQL Server 2008 R2
2) Server name: (enter the correct name here)
3) Database name: SAFEXPERT
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3 Terms in this document

Database Name of a database. This name is required for an SQL Server
installation in order to separate the data from different programmes
from one another.

Default name of the Safexpert database is: Safexpert

Port A port is a part of an address which assigns the data segments to a
network protocol. This must only be indicated if other ports are used
by the SQL administrator (or the cluster service) apart from the
default ports.

Default value: 0

Server name The database server name comprises the Windows server name
and the name of the SQL instance

“Server name” + “\” + “Instance name”

If the default instance name is used in the configuration of the SQL
Server, this can be disregarded here.

“Server name”

Would be a valid entry in this instance.

Login name Name of an access to an SQL Server
Database A backend describes the platform of a piece of software; in this
backend instance, it is the SQL server used for the storage of the data.
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